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ABSTRACT

Advances in Artificial Intelligence (Al) have enabled new forms of human—computer interaction through intelligent personal
assistants. Conventional desktop assistants are constrained by their dependence on the cloud, data-privacy concerns, limited
system-level automation and a lack of multimodal interaction. Edge Al addresses these problems by running inference on the
user's own machine, which reduces response latency and keeps personal data on the device. This article presents a structured
review of the techniques and tools that enable edge-based personal desktop assistants. Following a PRISMA-guided search of
IEEE Xplore, the ACM Digital Library, ScienceDirect, arXiv and Google Scholar, 45 studies and software resources were
included and organised into nine themes: intelligent personal assistants, edge Al and on-device inference, on-device automatic
speech recognition, intent classification, small and quantised local large language models, retrieval-augmented generation over
local documents, operating-system-level desktop agents, and vision-based authentication and gesture interaction. The reviewed
approaches are compared qualitatively in terms of functionality, processing location, latency and resource usage, data privacy,
reliability and ease of integration. Building on this synthesis, a conceptual reference architecture and formulation is presented
for a multimodal desktop assistant, covering intent routing, local retrieval, a sensitivity-aware execution policy, a latency model
and a multi-objective trade-off function. The discussion highlights the trade-offs between local inference and cloud-based
reasoning, the cost of running several Al models on one machine, and the point at which privacy breaks down when local
retrieval is paired with a cloud-hosted language model. Finally, research gaps and future directions are identified in secure
command execution, private document retrieval, multimodal interaction and efficient on-device processing.

Keywords: Edge Al, Personal desktop assistant, Local automation, Intelligent interaction, Speech recognition, Large
language models (LLMs), Retrieval-augmented generation (RAG), Computer vision, Multimodal Al, Data privacy

I. INTRODUCTION

Artificial Intelligence (Al) has changed the way people interact with computers by improving how machines perceive,
interpret and execute commands with less manual input. Personal desktop assistants are an important application of Al
that allow users to operate a computer through voice and text commands, from launching applications to running multi-
step processes and retrieving information stored on the system [1, 2]. Commercial voice assistants made this style of
interaction familiar, but they are designed mainly for general queries and offer limited control over the desktop
operating system, limited access to local documents and little use of visual cues for security [1, 3]. Assistants that
depend on cloud services may also suffer from network delays and expose confidential information to third parties [3].

Edge Artificial Intelligence (Edge Al) moves Al processing close to where data is generated, so that inference runs on
the end-user device instead of a remote server [4-6]. On a personal computer, this means that speech recognition,
language understanding and vision models can run locally, which improves autonomy and reduces the exposure of
sensitive data over the network [7]. However, running several Al models at the same time can place a heavy load on
the processor and memory of an ordinary personal computer [7, 8].

Large Language Models (LLMs) and Retrieval-Augmented Generation (RAG) have made natural-language question
answering over private collections practical [9, 10]. Combined with document parsing and vector search, a desktop
assistant can answer questions from the user's notes, reports and research papers. The degree of privacy, however,
depends on which stages of this pipeline run locally and whether an external language model is used for complex
queries [11]. Computer vision adds further capabilities: face recognition can be used for authentication, presence
detection can identify when an enrolled user is in front of the screen, and hand tracking enables gesture-based
commands [12-14].
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Although each of these technologies has been studied separately, there is no consolidated review of how they can be
combined in a privacy-preserving, edge-based desktop assistant. The main contributions of this review are as follows:

e A structured, PRISMA-guided review [15] of 45 studies and software resources on edge-based personal
desktop assistants, organised into nine technical themes.
» A qualitative comparison of representative assistants and frameworks against the criteria of functionality,
processing location, latency and resource usage, privacy, reliability and ease of integration (Table I1).
» A conceptual reference architecture and formulation that links the reviewed techniques into one pipeline,
together with an evaluation protocol for future experimental work.
» Addiscussion of the main trade-offs and a set of research gaps and future directions.
The remainder of this paper is organised as follows. Section Il describes the review methodology. Section Il reviews
the literature by theme. Section IV presents the comparative analysis. Section V describes the conceptual reference
architecture and formulation. Section V1 discusses the findings and the limitations of the review. Section VII outlines
the research gaps, Section V111 the future scope, and Section IX concludes the paper.

Il. REVIEW METHODOLOGY

The review followed the reporting principles of the PRISMA 2020 statement [15], adapted to a narrative-synthesis
review in a fast-moving engineering field.

A. Search Strategy

Five sources were searched: IEEE Xplore, the ACM Digital Library, ScienceDirect, arXiv and Google Scholar. Search
strings combined one term from each of three groups with Boolean operators: (i) “personal assistant” OR “voice
assistant” OR “desktop assistant” OR “desktop agent” OR “GUI agent”; (ii) “edge AI” OR “on-device” OR “local
inference” OR “quantization” OR “offline”; and (iii) “speech recognition” OR “intent classification” OR “large
language model” OR “retrieval-augmented generation” OR “face recognition” OR “gesture recognition” OR
“privacy”. The time window was January 2016 to June 2025; earlier seminal works were added when they are still the
standard reference for a technique. Backward and forward citation searching was applied to the included studies, and
the official documentation of widely used open-source tools (e.g., Vosk, faster-whisper, llama.cpp and Ollama) was
consulted where no peer-reviewed description exists.

B. Inclusion and Exclusion Criteria

Studies were included if they (i) described an assistant, agent, model or tool applicable to personal-computer
interaction; (ii) addressed on-device or privacy-preserving processing, or provided a component that can run locally;
and (iii) were published in English in a peer-reviewed venue, as a widely cited preprint, or as official documentation
of an open-source tool. Studies were excluded if they targeted only cloud data-centre deployment, smart-speaker
hardware with no desktop relevance, or vehicles and robots; if they were duplicates or earlier versions of an included
work; or if the full text was not available.

C. Study Selection

Titles and abstracts were screened first, followed by full-text assessment against the criteria above. Data extracted from
each included study comprised the task addressed, the processing location, reported latency or resource figures where
available, privacy and security properties, and stated limitations. These attributes form the comparison criteria used in
Section IV. Table | summarises the 45 included studies and resources by theme and source type.

TABLE I. DISTRIBUTION OF THE INCLUDED STUDIES AND RESOURCES BY THEME AND SOURCE TYPE

Sec. Theme Journal | Conference | Preprin | Softwar | Total References
t e

1n-A Intelligent personal assistants and 2 1 0 0 3 [1, 2, 16]
desktop automation

111-B Edge Al and on-device inference 4 1 1 0 6 [4,5,6,7,17,18]

1-c On-device automatic speech 0 3 0 2 5 [19, 20, 21, 22, 23]
recognition

1-D Intent classification and spoken 0 0 2 0 2 [24, 25]
language understanding

1I-E Small and quantised local LLMs and 0 3 5 2 10 [8, 27, 28, 29, 30, 31, 32,
runtimes 33, 34, 35]

HI-F Retrieval-augmented generation over 1 3 1 0 5 [9, 10, 26, 36, 37]
local documents

I1I-G | Operating-system-level desktop 0 3 2 0 5 [38, 39, 40, 41, 42]
agents

1ni-H Face authentication and gesture 1 2 3 0 6 [12, 13, 14, 43, 44, 45]
recognition

-1 Security and privacy of voice and 1 2 0 0 3 [3, 11, 46]
LLM assistants
Total 9 18 14 4 45
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D. Synthesis

Because the included works differ widely in task, hardware and evaluation protocol, a quantitative meta-analysis was
not possible. A thematic narrative synthesis was therefore used, organised into the nine themes of Section I1l, followed
by a qualitative cross-comparison (Section V).

I11. LITERATURE REVIEW

This section reviews the included studies by theme, from assistant-level systems to the individual components that an
edge-based desktop assistant requires.

A. Intelligent Personal Assistants and Desktop Automation

Silva et al. [2] conducted a systematic literature review of intelligent personal assistants, summarising their
applications, architectures and capabilities and analysing usability, security and privacy. The study shows that natural-
language interfaces offer intuitive control of computer operations, but that usability, security and privacy strongly
affect user adoption. Hoy [1] describes the mainstream commercial assistants (Siri, Alexa and Cortana) and notes that
they process voice queries on remote servers and are oriented towards information retrieval and simple tasks rather
than full desktop control.

Dobriyal et al. [16] designed an Al-driven personal desktop assistant in Python that accepts voice input, executes
commands such as launching applications and web searches, and replies through text-to-speech. The authors note that
its functional scope is limited and point to more advanced Al and wider connectivity as future directions. Together,
these works show the potential of voice-commanded desktop automation, but also that the commands supported by
existing assistants are mostly simple, while operations such as document editing still need extensive manual interaction.
A more capable assistant therefore needs multimodal interaction and deeper control over the operating system.

B. Edge Al and On-Device Inference

Edge computing moves computation from the cloud towards the devices that produce data, reducing latency, bandwidth
use and privacy exposure [4]. Zhou et al. [5] and Deng et al. [6] describe edge intelligence as the combination of edge
computing and Al, and classify deployments by how much training and inference take place on the device. Wang et
al. [7] provide a recent survey of on-device Al models, covering model compression, hardware acceleration and
system-level optimisation. Model-compression techniques such as pruning and quantisation [17] and efficient
architectures such as MobileNets [18] make it possible to run speech, language and vision models within the memory
and power limits of personal devices. The main constraint highlighted across these works is that several models running
at once compete for the same CPU, GPU and memory, so a desktop assistant must balance speed, accuracy and resource
use.

C. On-Device Automatic Speech Recognition

Automatic Speech Recognition (ASR) is the entry point of a voice-driven assistant. Self-supervised models such as
wav2vec 2.0 [19] and convolution-augmented Transformers such as Conformer [20] substantially improved
recognition accuracy. Whisper [21], trained on about 680,000 hours of weakly supervised multilingual audio, is robust
to accents and background noise and is released in several model sizes, so that a smaller model can be chosen when
computing resources are limited. Faster-whisper [22] re-implements Whisper with the CTranslate2 inference engine
and supports 8-bit quantisation, which lowers latency and memory use on CPUs. Vosk [23] provides lightweight offline
recognition models that run in real time on modest CPUs, at the cost of lower accuracy than large Transformer models.
These tools make fully local speech input feasible on ordinary personal computers.

D. Intent Classification and Spoken Language Understanding

After transcription, the assistant must determine what the user wants. The Snips Voice Platform [24] showed that wake-
word detection, ASR and natural-language understanding can run entirely on embedded hardware, following a private-
by-design approach in which no audio leaves the device. Its intent parser relies on lightweight models trained per
domain. Chen et al. [25] showed that a fine-tuned BERT model can jointly classify intents and fill slots with high
accuracy, while sentence-embedding models such as Sentence-BERT [26] allow similarity-based intent matching with
very little training data. A practical edge assistant can therefore combine a rule-based layer for frequent, unambiguous
commands with a small learned classifier or a local LLM for ambiguous requests.

E. Small and Quantised Local Large Language Models

Open-weight model families such as LLaMA [27], Mistral 7B [28] and Phi-3 [29] have made capable language models
small enough to run on personal computers; the Phi-3 report explicitly demonstrates a model that runs locally on a
phone. Post-training quantisation methods such as GPTQ [30] and AWQ [31] reduce weights to 3—4 bits with limited
loss of accuracy, and QLORA [32] enables memory-efficient fine-tuning of quantised models. Runtimes such as
llama.cpp [33] and Ollama [34] package these models for CPU and consumer-GPU inference and expose a local API
that an assistant can call. Xu et al. [8] review on-device language models and identify memory capacity, inference
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speed and energy use as the main barriers. For a desktop assistant, a local LLM removes the need to send queries to a
cloud provider, but smaller models reason less reliably than large cloud-hosted models such as Gemini [35].

F. Retrieval-Augmented Generation over Local Documents

Lewis et al. [9] introduced retrieval-augmented generation, in which a neural retriever first obtains relevant passages
and a language model then generates an answer conditioned on them. Dense Passage Retrieval [36] and Sentence-
BERT [26] provide the embedding models used for retrieval, and FAISS [37] supports fast similarity search over large
vector collections. Gao et al. [10] survey RAG for LLMs and identify chunking, embedding quality and retrieval
ranking as the main factors that limit answer quality. For a desktop assistant, document embeddings can be stored in a
local FAISS index so that searching remains on the device. However, if the generation step uses a cloud-hosted LLM,
the retrieved passages, which may contain private information, still leave the machine; local retrieval alone does not
make the pipeline private.

G. Operating-System-Level Desktop Agents

LLM-based agents extend assistants from single commands to multi-step tasks. ReAct [38] interleaves reasoning steps
with tool calls, a pattern now widely used in agent design. Mind2Web [39] and OSWorld [40] provide benchmarks for
web and full operating-system tasks respectively. In OSWorld, which runs agents in real Ubuntu, Windows and macOS
environments, humans completed over 72.36% of tasks whereas the best agent completed only 12.24%, mainly because
of failures in GUI grounding and operational knowledge [40]. UFO [41] is a Ul-focused agent for Windows that uses
a multimodal LLM to observe application screenshots and control interface elements across applications. Li et al. [42]
survey personal LLM agents and identify capability, efficiency and security as the three main challenges. Most current
OS agents rely on large cloud-hosted models and send screenshots off the device, which conflicts with the privacy
goals of edge assistants.

H. Face Authentication and Gesture Recognition

Deep face-recognition models such as FaceNet [12] and ArcFace [43] map a face image to a compact embedding, so
that identity can be verified by comparing embeddings against an enrolled template. BlazeFace [44] performs face
detection in under a millisecond on mobile GPUs, making continuous presence detection inexpensive. Face
authentication is, however, vulnerable to presentation attacks using photos, videos or masks; Yu et al. [45] review
deep-learning anti-spoofing (liveness-detection) methods that address this. For gesture input, the MediaPipe
framework [13] and MediaPipe Hands [14] provide real-time on-device hand tracking with 21 landmarks per hand,
which can be classified into gesture commands. All of these components can run locally, so biometric data need not
leave the user's machine.

I. Security and Privacy of Voice and LLM Assistants

Cheng and Roedig [3] survey security and privacy threats to personal voice assistants, including unauthorised voice
commands, voice spoofing and leakage of recorded speech. DolphinAttack [46] showed that inaudible ultrasonic
commands can control voice assistants without the user noticing. With LLM-based assistants, Greshake et al. [11]
demonstrated indirect prompt injection, in which instructions hidden in retrieved documents or web pages manipulate
the model. These findings show that an assistant able to execute desktop commands needs an explicit execution policy,
user authentication for sensitive actions, and treatment of retrieved content as untrusted data.

IV. COMPARATIVE ANALYSIS

Table Il compares representative assistants, frameworks and component technologies against the criteria stated in the
abstract. The assessment is qualitative and is based on the properties reported in the cited works; it is not the result of
benchmarking by the authors.

TABLE Il. QUALITATIVE COMPARISON OF DESKTOP-ASSISTANT APPROACHES AND COMPONENT
TECHNOLOGIES

Approach [Ref.] Main Processing Latency / Privacy Reliability / key Ease of
functionality location resource use limitation integration
Commercial  cloud | General Q&A, | Cloud Network- Low-—medium: Mature; exposed to | Low: closed
voice assistants (Siri, | reminders, simple dependent; low | speech and | voice spoofing and | ecosystems,
Alexa, Cortana) [1, 3] | tasks; limited local load queries inaudible little OS-level
desktop (O} processed by | commands [46] access
control provider
Python script-based | Voice launch of | Local Low Depends on | Small fixed | High:
desktop assistant [16] | applications, web | execution of speech/search command set; | standard
search,  text-to- | commands services used limited Python
speech replies functionality libraries
Snips Voice Platform | Wake word, ASR | Fully  local | Low; designed | High: privateby | Limited to trained | Medium: per-
[24] and NLU for | (embedded) for  embedded | design domains domain
predefined intents hardware training
needed
Open ASR: Whisper / | Speech-to-text, Local Whisper: High Whisper robust to | High: Python
faster-whisper, Vosk | multilingual moderate—high; noise and accents; | APIs
[21-23] faster-whisper
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lower with 8-bit; small models trade
Vosk: light, real- accuracy for speed
time on CPU
Quantised local | Intent parsing, | Local Several GB of | High Weaker multi-step | High: local
LLMs via llama.cpp / | dialogue, RAM; speed reasoning than | REST API
Ollama (LLaMA, | summarisation, depends on large cloud
Mistral, Phi-3) [27- | answer generation CPU/GPU models;
29, 33, 34] hallucination
Local RAG: | Question Retrieval One-time High with local | Quality dependson | Medium—
SBERT/DPR + | answering over | local, indexing  cost; | LLM; reduced | chunking and | high
FAISS + LLM [9, 26, | personal generation fast search with cloud | retrieval [10]
36, 37] documents local or cloud LLM
LLM-based OS/GUI | Multi-step  GUI | Mostly cloud | High per-step | Low-medium: Best agent 12.24% | Medium:
agents (UFO; agents | and cross- | multimodal latency; screen content | vs. human 72.36% | research
on OSWorld) [40, 41] | application tasks LLMs screenshots leaves device task success on | prototypes
uploaded OSWorld
Vision:  MediaPipe, | Presence Local Real-time on | High: biometric | Sensitive to | High: Python
BlazeFace, detection,  face CPU / mobile | templates stay | lighting and pose; | bindings
FaceNet/ArcFace + | authentication, GPU local needs liveness
anti-spoofing [12, 13, | hand gestures detection
43-45]
Reference ASR, intent | Hybrid: local | Not  measured | Medium: To be validated | High: Python
architecture of this | routing, ASR, (conceptual) retrieved (Section V-H) stack
review (Fig. 1) automation, RAG, | retrieval, passages reach
vision security vision; cloud the cloud LLM
LLM API [35]

Three findings emerge from this comparison. First, no single existing approach combines broad desktop automation,
local processing and strong security: cloud assistants and LLM-based OS agents offer the widest functionality but send
user data off the device, whereas fully local systems such as Snips are private but limited to predefined domains.
Second, all of the component technologies needed for a local assistant (ASR, intent classification, quantised LLMs,
vector retrieval, face and gesture recognition) are now available as mature, locally executable open-source tools with
Python interfaces, so the main challenge is integration rather than the availability of components. Third, reliability
remains the weakest point for complex tasks: on OSWorld, the best agent succeeded in only 12.24% of tasks compared
with over 72.36% for humans [40], which suggests that safe desktop assistants should combine deterministic
automation for routine commands with LLM reasoning only where it is necessary.

V. CONCEPTUAL REFERENCE ARCHITECTURE AND FORMULATION

This section presents a reference architecture that combines the reviewed techniques into one pipeline (Fig. 1). It is
intended as a conceptual framework that organises the design space identified in the review. The formulation below is
conceptual: no measured results for a prototype are reported in this paper, and the evaluation protocol in Section V-H
is provided for future experimental work.
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Fig. 1. Reference architecture of an edge-based Al desktop assistant with multimodal interaction and vision-based security. ASR,
intent recognition, desktop automation, vector retrieval and vision run locally; in the configuration shown, answer generation for
document queries uses a cloud LLM API, which is the point at which retrieved content leaves the device.
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The architecture maps multimodal user inputs (spoken commands, typed text, webcam frames and hand gestures) to
desktop actions or natural-language responses, while balancing command accuracy, user privacy and latency under the
resource limits of a personal computer.

A. Input Representation

The multimodal input stream is modelled as the set

X = {Xo X0, X0, Xy} @)
where X, is microphone audio, X; is typed text, X, denotes webcam frames and X4 denotes hand-landmark sequences
extracted from X, by a hand-tracking model [14]. Speech and text are used for commands (Section V-B), X, for gesture
commands (Section V-C) and X, for authentication (Section V-D).

B. Intent Recognition from Speech and Text
The command text T is obtained from speech by an ASR engine or taken directly from typed input:

T = {ASR(Xa), if the input is spoken

X;, ifthe inputis typed )

An intent classification model fy with parameters 6 then predicts the user's goal:

I'= fo(T) @)

To route requests, the predicted intent is assigned to one of four functional domains:

I e {Iautomation: Idocument: Iinformation’ Isystem} (4)
*  lautomation: Operating-system actions, e.g., opening applications or managing windows.
o lgocument: queries over local files through RAG (Section V-E).
*  linformation: general-knowledge or web-based look-ups.
*  lgystem: hardware and system-level settings.
C. Gesture Commands
A gesture classifier g, maps the landmark sequence X, to a gesture y from a fixed vocabulary " (e.g., swipe, pinch,
open palm), and a mapping h assigns each gesture to an automation intent:
Y = Go (Xg) €, I = hy) € Lywmation ®)
Gesture commands therefore bypass ASR and intent classification and are passed directly to the execution policy in
Section V-F.
D. Vision-Based Authentication
A face-embedding network e, [12, 43] maps the current webcam frame to an embedding that is compared with the
enrolled user template u. The authentication state A is
_ {1, if cos(ey(X,),u) = 7 A £(X,) = 1
0, otherwise

(6)

where 7 is a similarity threshold chosen on validation data to give the desired false-acceptance rate, and £(X,) = 1 when
a liveness (anti-spoofing) check is passed [45].
E. Local Document Retrieval (RAG)

Document passages and the user query are converted into dense vector embeddings [26]. For a query embedding g and
a passage embedding di, semantic similarity is computed with the cosine measure:

. _ _a-d;
Sim(a,dd) = e O
The retriever selects the k most relevant passages from the local vector index D [37]:
Dy, = TopKg.ep(Sim(g,d,)) 8)
The retrieved passages are given as context to the LLM together with the query to generate the response R [9]:
R = LLM(q, D) 9)

Note on privacy: while a local index (e.g., FAISS) keeps document search on the device, end-to-end privacy depends
on where the LLM is hosted. If an external API is used, sensitive retrieved passages cross the network boundary; a
local quantised LLM (Section I11-E) removes this exposure.
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F. Sensitivity-Aware Execution Policy

Recognising a command does not mean that it should be executed automatically. Each command C is checked by a
policy manager P(C), which returns 1 if the command is on the allowed list, and is labelled with a sensitivity flag s(C),
which is 1 for actions that are destructive or change system configuration (e.g., deleting files, changing settings). The
execution decision E(C) is

1, if P(C) = 1 A s(C) =
E(C) =11, ifP(C) = 1 A s(C) =
0, otherwise
where A is the authentication state from (6) and K = 1 when the user explicitly confirms the action. Non-sensitive
actions (e.g., lowering the volume or opening an application) run without additional checks, whereas sensitive actions
require both an authenticated user and explicit confirmation. The same rule is used in Section VII-E.

(.
= O
>
=~
Il
-
>
=
Il
—_

(10)

G. Latency Model

For natural interaction, the response time must stay within acceptable limits. The total latency is modelled as the sum
of the delays of the active modules:

Ttotal = Tcapture + TASR + Tintent + Tretrieval + Tauth + Texec + Tresponse (11)
where Trerrieval and Taun are zero when the corresponding modules are not invoked; for example, a volume change
bypasses retrieval. Over a benchmark of N tasks, overall responsiveness is summarised by the mean response time:

T =2yN T (12)

§&i=1
H. Multi-Objective Trade-Off and Evaluation Protocol

Optimising an assistant involves trade-offs: faster responses may reduce retrieval depth, and stricter security policies
add friction. Latency L and resource consumption C, (combined CPU and memory utilisation) are first min—-max
normalised over the evaluated configurations:
7=-2mn 7€ (LG} (13)
Zmax ~ Zmin

The trade-off is then expressed by the cost function

J=al + (1 - Q) +y(1 —S) + 4C, (14)
where Q € [0, 1] is the task-success rate, S € [0, 1] is security coverage (the fraction of sensitive commands correctly
gated by the policy in (10)), and the weights «, 8, y and ¢ are non-negative and sum to one, so that J € [0, 1]. The
weights are selected by a grid search over the weight simplex W (step 0.1) on a validation task set, subject to minimum
service levels:

w* = argminJ(w) s.t. TW) < Tmax QW) = Qmmin (15)

wEW
where Tmax and Qmin are the maximum acceptable mean latency and minimum acceptable success rate. Separate weight
profiles can be selected for different command classes, for example a latency-focused profile (larger «) for quick
desktop controls and an accuracy-focused profile (larger g) for document queries.

For future experimental validation, the following metrics are recommended: mean and 95th-percentile response latency
per command class; command-execution success rate; ASR word error rate; intent-classification accuracy and F1 score;
RAG answer accuracy on a labelled question set; face-verification false-acceptance and false-rejection rates; peak CPU
and RAM usage; and the fraction of requests whose content leaves the device.

VI. DISCUSSION

A. Local versus Cloud Inference

The review shows a clear trade-off between privacy and capability. Local ASR (Whisper, Vosk), local retrieval
(FAISS) and local vision (MediaPipe, face embeddings) are mature and run in real time on ordinary hardware, so these
stages can be kept on the device with little loss [13, 21, 23]. The language model is the critical stage: quantised 3-8
billion-parameter models make local generation feasible [29-31], but their reasoning is weaker than that of large cloud
models, which matters for complex multi-step automation [8, 40]. A practical design is therefore a tiered one, in which
routine commands are handled by deterministic automation, document questions by a local LLM, and only non-
sensitive, user-approved requests are sent to a cloud model.

B. Running Multiple Models on One Machine

Running ASR, an LLM, an embedding model and vision models together competes for the same CPU, GPU and
memory [7, 8]. Strategies identified in the literature include loading models on demand rather than keeping all of them
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resident, using quantised variants [22, 30], sharing one embedding model between intent matching and retrieval, and
limiting continuous vision processing to a lightweight detector [44] that triggers heavier models only when needed.

C. Security and Reliability

An assistant that can execute commands is a high-value attack target. VVoice spoofing and inaudible commands [3, 46]
and indirect prompt injection through retrieved documents [11] show that recognition accuracy alone is not sufficient.
The sensitivity-aware policy in (10), combined with liveness-checked face authentication [45], limits the damage from
such attacks, at the cost of extra confirmation steps. The low success rates of current OS agents [40] further argue for
keeping a human in the loop for consequential actions.

D. Limitations of this Review

This review has several limitations. The field moves quickly, and many relevant works are preprints that have not yet
been peer reviewed. Screening was performed by the author team without formal inter-rater agreement measurement.
The comparison in Table 11 is qualitative, because the included works use different hardware, datasets and metrics and
therefore cannot be compared numerically. Finally, the reference architecture has not yet been evaluated
experimentally, so its latency and accuracy remain to be measured using the protocol in Section V-H.

VIl. RESEARCH GAPS AND CHALLENGES

Despite recent advances in Al and desktop automation, several challenges remain in building an efficient, safe and
intelligent personal desktop assistant that combines local automation, document retrieval and multimodal interaction.
A. Limited Integration of Al Technologies

Existing desktop assistants usually focus on a narrow set of tasks [16, 24]. Speech recognition and natural-language
processing need to be combined with document retrieval and computer vision to enable effective multimodal
interaction, and few works evaluate such integrated systems end to end.

B. Privacy and Data Security

When cloud-based language models are used, personal data may be exposed. Local document retrieval is relatively
secure, but generating responses through an external API can leak retrieved content [11]. Privacy-preserving generation
with local models, and clear user control over what leaves the device, remain open problems.

C. Computational Resource Limitations

Running speech recognition, language understanding, vector search and computer vision simultaneously can consume
significant CPU and memory and increase response time [7, 8]. Model optimisation, on-demand loading and scheduling
of models on the local machine are needed.

D. Speech and Intent Recognition

The effectiveness of a desktop assistant depends heavily on the accuracy of its speech-recognition component.
Background noise, different accents and variations in speaking rate affect recognition quality [21], and natural-
language commands are often ambiguous. More robust intent recognition, including clarification dialogues for
ambiguous requests, is needed.

E. Security of Desktop Automation

Desktop automation executes user-initiated commands but offers limited safety guarantees, and personal files and
applications may be deleted or modified without authorisation. Consistent with the execution policy in Section V-F,
sensitive commands (e.g., deleting files or changing system configuration) should require user authentication and
explicit confirmation, while non-sensitive commands can run without additional steps to keep interaction fluent.

VIIl. FUTURE SCOPE

Edge Al can be used to develop intelligent, secure and efficient personal desktop assistants. The following research
directions are recommended.

A. Advanced Local Al Processing

Future research can use lightweight, quantised language models [29, 31] for local processing to improve confidentiality
and remove the dependence on cloud services.

B. Intelligent Desktop Automation

Desktop assistants can be extended to interpret and execute complex commands, manage files intelligently and
automate multi-step tasks, building on agent frameworks [38, 41] while keeping humans in the loop for sensitive
actions.
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C. Enhanced Multimodal Interaction

Voice commands, face authentication and gesture control can be integrated for intuitive, natural interaction, with
liveness detection to secure biometric authentication [14, 45].

D. Standardised Evaluation

A shared benchmark for local desktop assistants that reports latency, success rate, resource use and privacy exposure
on common hardware would allow future systems to be compared directly.

IX. CONCLUSION

This review examined how Edge Al can be used to build intelligent personal desktop assistants. Using a PRISMA-
guided search, 45 studies and software resources were reviewed across nine themes covering speech recognition, intent
classification, local large language models, retrieval-augmented generation, operating-system-level agents, and face
and gesture recognition. The comparative analysis shows that the necessary components are now available as locally
executable tools, but that no existing approach combines broad desktop automation, local processing and strong
security. Although Edge Al reduces the amount of data sent to the cloud, end-to-end confidentiality requires that the
language model also run locally or that only non-sensitive content be sent externally. The conceptual architecture and
formulation presented here provide a framework for designing such assistants, with a sensitivity-aware execution
policy and an explicit latency—accuracy—security—resource trade-off. Experimental studies following the proposed
evaluation protocol are the next step towards dependable, efficient and intuitive edge-based desktop assistants.
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